[bookmark: _GoBack]Virtualization - Final project description

· Design an Enterprise Network including LAN components of the network; users, accounts,  PCs, servers (file, mail, web, security, etc.), domain, DNS, DHCP, etc.
· Use virtualization to create several Virtual Machines (VMs) to be configured as servers and client machines on each site.
· Detailed network design and analysis including applications, users, traffic, logical and physical design are required for a complete project evaluation
· You work as groups of 3-4 people, and should submit a major report at the end of your project, and do a presentation, demonstration, and an oral exam at the end of the course
· Your final project including report, presentation and demonstration counts for 30% of your total grade
· Quality of design/detail analysis: 10%, Report: 10%,  Presentation: 10%

You should consider the following design points:
· Design approach should be used; Applications, Servers, sub-netting, client/server 
· Your design should be based on virtualization of the servers and the networks
· Explain in detail your addressing and naming choices
· Follow the life cycle of a network design process including:
· Phase 1 – Identifying Customer Needs/Goals
· Phase 2 – Logical Network Design
· Phase 3 – Physical Network Design
· Phase 4 – Testing/Optimizing/Documenting
· Different parts of the network should have hierarchical layers: Active Directory, DNS, DHCP, etc.
· LAN should be established in each building by collecting traffic from each floor (wiring closet), passing down to the server room
· Each floor should have a gateway to the exit point of the building, and each building has gateway to the public network
· Physical and logical topologies of both LAN and WAN
· Service Provider (ISP) and enterprise parts of the network
· Technologies and devices used
· Traffic analysis


Your Enterprise should include: 
· Several locations across the nation
· Campus should have several buildings
· Each building should have several floors
· Required Servers on each site and for the entire enterprise: Mail, Web, File, Database, Application, DNS, DHCP, Storage Area
· LAN security measures: AAA servers, firewalls, Authentication, Encryption
· DMZ security: Proxy, Firewall servers. Mail and Web servers should be here
· All servers should be installed on VMs.


You should do the following steps for your Enterprise network:
Client information and data gathering, requirement
Logical network design:
· Write down and categorize data collected from the client
· Draw one large (high level) diagram of the entire network
· Draw small portions for each part of network
· Write down detail for each portion including all hardware, software, names, policies, etc.
· Draw connections and media required for each part
Physical network design:
· Investigate and find detail of all the technologies, devices, hardware and software for all the sections in the logical design
· Use all your network equipment to connect, install, configure, run, test, verify the entire network
Test, optimize, and document all your work

Step-by-step instruction for the equipment
You have three machines, you should install and configure Windows servers or client machines depending on your need.
Install Win2K12 server R2 on your host server
Configure the server, and install several VMs to be used for other servers and client machines.
Configure IP, DHCP, DNS on your servers
Install Active Directory (AD) on your machine, promote the server to a Domain Controller (DC)
Install several virtual machines, use each one for servers or client machine on different sites.
Create, users, groups, organization units in your AD
Create all security, management, administrative policies 

Example: 
www.MyEnterprise.com
· MyEnterprise has three different locations across the city, each campus includes several buildings
· Departments: Management, business, and marketing
· Users: 500, 5000, and 10000 employees
· 150.10.10.0/24 Class B IP address is allocated to MyEnterprise with the domain name www.MyEnterprise.com
· Use private as well as public IP addresses





[information in this example such as IP class, # of users, etc. could be optionally used in your cases in addition to the following information]
Examples of Enterprises [You are only responsible for inside of the buildings and campus network]:
1. [ Case Study #1 Enterprise: Academic Institution Campus Network  ]:
College campus network with one main campus, two smaller campuses in two different cities and remote site in Italy. Online and distant learning, office, e-mail, web, proxy, firewall, file, application servers. College offers online courses for off-campus students. Total 10000 full time and 20000 part-time students. 500 full time and 1000 part time faculty. 2000 staff.

2. [ Case Study #2 Enterprise: National Bank National Network] 
National bank with head offices in the big cities (NY, LA, Dallas, Minneapolis, ..) and  several small buildings in major cities in each state. Bank machines all around each city. Total 10000 employees in different cities (1000 in each major city and 100 in each small city around the nation) and over 1000,000 bank accounts (i.e. users). Employees use a special software to access user accounts, with different levels of access, in addition to the typical servers, mail, web, file servers. Security is crucial in order to secure client accounts.

3. [Case Study #3 Enterprise: Hospital Campus Network]
Hospital campus network with remote doctors’ offices across the city and in the suburb, and a remote clinic site in a town 100 miles away. One campus with 10 buildings. 5000 employees and staff, 10000 patience, and 200 doctors.  Most important application is Patient record online (highly critical traffic) that should be always available which requires Quality of Service. Other than that, regular servers, file, mail, web server. There is also online scheduling and appointment reservation.

4. [Case Study  #4 Enterprise: Grocery Chain Store National Network]
A giant grocery store has 20 different locations in one city and 10 locations in each of two other cities. Each city has a head office. The main city with 20 locations has 2000 employees, the smaller cities have 1000 employees each. The most important software is the product tracking, which keeps track of all the details about all products, such as expiry date, availability, updated inventory and so on. The other important software is capability of online grocery shopping for customers, keeping track of orders, employee training on site and on line. Other than this the important server is web server to keep all the information about the online shopping, and it should connect this information to the product tracking database.

5. [Case Study  #5 Enterprise: Police Department State Network]
State police department with large head offices in each major city, small local and branch offices all over the state, with remote access requirement to head office. Three major cities have 10000 police forces, and 500 administrative staff. Small branch offices have anything between 10-500 police officers and 2-50 administrative staff.  There are also small police stations on the road and in the mountain areas, all with 24/7 connectivity to the branch offices. The most important application is the online voice and video conferencing and radio updating. Other than these, the regular file, mail, web applications are in place.

6. [Case Study #6 Enterprise: Insurance Company National Network]
National insurance company with head offices in major cities. In 10 different states they have head offices with over 2000 employees in each, and in 200 small cities smaller offices with anywhere between 10-100 employees in each. The most important application is accident tracking and reporting software. They also require online training for new insurance agents to be trained for sales and other office product updates. Other than these, there is also the regular applications for web, mail, file-storage, security, etc.


